In Response to DoD and commercial demand for networks with increased bandwidth and extensibility, there have been many recent research efforts pursuing the development of all-optical networks. All-optical networks promise THz bandwidth, scalability, extensibility, and interoperability with legacy systems, but possess potential, as yet unstudied, security vulnerabilities. The All-Optical Network Consortium testbed we are currently building, The ONTC Testbed, the NONTC Testbed, as well as IBM's commercial RAINBOW network are examples of advanced, high-performance optical wavelength-division multiplexed (WDM) networks. The imminent deployment and use of these types of networks by a combination of DoD and Commercial users calls for a near-term study of the potential vulnerabilities, and their countermeasures. Certain of the vulnerabilities of all-optical networks are also expected to be present in electrooptical networks, and many of the countermeasures developed for all-optical networks would be directly applicable to the electro-optic counterpart, particularly when specific component vulnerabilities are concerned.
